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1 Policy 
 
NHS Digital collects information with the purpose of improving health and care for 
everyone. The information collected is used to:1 
 

 Run the health service 

 Manage epidemics 

 Plan for the future 

 Research health conditions, diseases and treatments 
 
NHS Digital is a data controller and has a legal duty, in line with the General Data 
Protection Regulation (GDPR), to explain why it is using patient data and what data 
is being used. Similarly, Lonsdale Medical Centre has a duty to advise patients of the 
purpose of personal data and the methods by which patient personal data will be 
processed. 
 
The practice aims to design and implement policies and procedures that meet the 
diverse needs of our service and workforce, ensuring that none are placed at a 
disadvantage over others, in accordance with the Equality Act 2010. Consideration 
has been given to the impact this policy might have in regard to the individual 
protected characteristics of those to whom it applies. 
 

2 Definition of terms 

2.1 Privacy notice 
 
A statement that discloses some or all of the ways in which the practice gathers, 
uses, discloses and manages a patient’s data. It fulfils a legal requirement to protect 
a patient’s privacy. 

2.2 Data Protection Act 2018 (DPA18) 
 
The Data Protection Act (DPA18) will ensure continuity by putting in place the same 
data protection regime in UK law pre- and post-Brexit. 

2.3 Information Commissioner’s Office (ICO) 
 
The UK’s independent authority set up to uphold information rights in the public 
interest, promoting openness by public bodies and data privacy for individuals. 

2.4 General Data Protection Regulation (GDPR) 
 

                                                           
1 NHS Digital – How we look after your health and care information 

https://digital.nhs.uk/about-nhs-digital/our-work/keeping-patient-data-safe/how-we-look-after-your-health-and-care-information
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The GDPR replaces the Data Protection Directive 95/46/EC and was designed to 
harmonise data privacy laws across Europe, to protect and empower all EU citizens’ 
data privacy and to reshape the way in which organisations across the region 
approach data privacy. The GPDR comes into effect on 25 May 2018.   
 

2.5 Data controller 
 
The entity that determines the purposes, conditions and means of the processing of 
personal data. 

2.6 Data subject 
 
A natural person whose personal data is processed by a controller or processor. 

3 Compliance with regulations 

3.1 GDPR 
 
In accordance with the GDPR, this practice will ensure that information provided to 
subjects about how their data is processed will be: 
 

 Concise, transparent, intelligible and easily accessible; 

 Written in clear and plain language, particularly if addressed to a child; and 

 Free of charge 

3.2 Article 5 compliance 

 
In accordance with Article 5 of the GDPR, this practice will ensure that any personal 
data is:  
 

 Processed lawfully, fairly and in a transparent manner in relation to the data 
subject  

 Collected for specified, explicit and legitimate purposes and not further 
processed in a manner that is incompatible with those purposes 

 Adequate, relevant and limited to what is necessary in relation to the 
purposes for which it is processed 

 Accurate and, where necessary, kept up to date; every reasonable step must 
be taken to ensure that personal data that is inaccurate, having regard to the 
purposes for which it is processed, is erased or rectified without delay  

 Kept in a form that permits identification of data subjects for no longer than is 
necessary for the purposes for which the personal data is processed 

 Processed in a manner that ensures appropriate security of the personal 
data, including protection against unauthorised or unlawful processing and 
against accidental loss, destruction or damage, using appropriate technical or 
organisational measures 
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3.3 Communicating privacy information 
 
At Lonsdale Medical Centre the practice privacy notice (Annex A) is displayed on our 
website, through signage in the waiting room, and in writing during patient 
registration. We will: 
 

 Inform patients how their data will be used and for what purpose 

 Allow patients to opt out of sharing their data, should they so wish 

3.4 What data will be collected? 
 
At Lonsdale Medical Centre the following data will be collected: 
 

 Patient details (name, date of birth, NHS number) 

 Address and NOK information 

 Medical notes (paper and electronic)  

 Details of treatment and care, including medications 

 Results of tests (pathology, X-ray, etc.) 

 Any other pertinent information  

3.5 National data opt-out programme 
 
The national data opt-out programme will afford patients the opportunity to make an 
informed choice about whether they wish their confidential patient information to be 
used just for their individual care and treatment or also used for research and 
planning purposes.2 This programme will be live with effect from 25 May 2018. 
 
Patients who wish to opt out of data collection will be able to set their national data 
opt-out choice online. An alternative provision will be made for those patients who 
are unable to do so or who do not want to use the online system. 
 
Individuals who have opted out using the existing Type 2 opt-out will be automatically 
transferred to the new national data opt-out system and will be notified on an 
individual basis of the change. 
 
The following resources are available for staff at Lonsdale Medical Centre: 
 

 Pack A The NDG Review and Government Response Published March 2018 

 Pack B Taking the National Data Opt-out Forward Published March 2018 

 Pack C National Data Opt-out Approach Published March 2018 

 Pack D National Data Opt-out Operational Policy Published November 2017 

 Pack E1 Preparing for Implementation Published March 2018 

 Pack F – Not yet published 

 Pack G Fit with Data Protection Bill (GDPR) Published December 2017 
 

                                                           
2 NHS Digital National data opt-out programme 

https://digital.nhs.uk/binaries/content/assets/legacy/powerpoint/q/j/pack_a_the_ndg_review_and_government_response_published_march_2018_v0.1.pptx
https://digital.nhs.uk/binaries/content/assets/legacy/powerpoint/r/s/pack_b_taking_the_national_data_opt-out_forward_published_march_2018_v0.2.pptx
https://digital.nhs.uk/binaries/content/assets/legacy/powerpoint/q/9/pack_c_national_data_opt-out_approach_published_march_2018_v0.1.pptx
https://digital.nhs.uk/binaries/content/assets/legacy/powerpoint/q/t/pack_d_national_data_opt-out_operational_policy_published_march_2018_v0.1.pptx
https://digital.nhs.uk/binaries/content/assets/legacy/powerpoint/r/s/pack_e1_preparing_for_implementation_published_march_2018_v0.1.pptx
https://digital.nhs.uk/binaries/content/assets/legacy/powerpoint/l/k/pack_g_-_fit_with_data_protection_bill_%28gdpr%29__published_december_2018.pptx
https://digital.nhs.uk/services/national-data-opt-out-programme
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Should any queries arise regarding the national data opt-out programme a query 
email will be sent to the national data opt-out enquiries mailbox: 
newoptoutenquiries@nhs.net  
 
To ensure that Lonsdale Medical Centre is ready for the introduction of the national 
data opt-out programme, they will use the Readiness checklist.  

3.6 Privacy notice checklists 
 
The ICO has provided a privacy notice checklist which can be used to support the 
writing of the practice privacy notice. The checklist can be found by following this link. 

3.7 Summary 
 
It is the responsibility of all staff at Lonsdale Medical Centre to ensure that patients 
understand what information is held about them and how this information may be 
used. Furthermore, the practice must adhere to the DPA18 and the GDPR, to ensure 
compliance with extant legal rules and legislative acts.   
 
 

APPROVAL 

This policy has been approved by the undersigned and will be reviewed at least 

annually.  

 

Title Practice Manager 

Signature Jo Davis 
Reviewed Date Jan 2022 

mailto:newoptoutenquiries@nhs.net
https://digital.nhs.uk/binaries/content/assets/website-assets/services/national-data-opt-out-programme/readiness-checklist-for-gp-practices-v0-3-01052018.docx
https://ico.org.uk/media/for-organisations/documents/1625126/privacy-notice-checklist.pdf
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Annex A – Practice privacy notice 
 

Lonsdale Medical Centre  
 

Privacy Notice 
 
Lonsdale Medical Centre has a legal duty to explain how we use any personal 
information we collect about you, as a registered patient, at the practice. Staff at this 
practice maintain records about your health and the treatment you receive in 
electronic and paper format.     
 
What information do we collect about you? 
 
We will collect information such as personal details, including name, address, next of 
kin, records of appointments, visits, telephone calls, your health records, treatment 
and medications, test results, X-rays, etc. and any other relevant information to 
enable us to deliver effective medical care. 
 
How we will use your information 
 
Your data is collected for the purpose of providing direct patient care; however, we 
can disclose this information if it is required by law, if you give consent or if it is 
justified in the public interest. The practice may be requested to support research; 
however, we will always gain your consent before sharing your information with 
medical research databases such as the Clinical Practice Research Datalink and 
QResearch or others when the law allows.  
 
In order to comply with its legal obligations, this practice may send data to NHS 
Digital when directed by the Secretary of State for Health under the Health and 
Social Care Act 2012. Additionally, this practice contributes to national clinical audits 
and will send the data that is required by NHS Digital when the law allows. This may 
include demographic data, such as date of birth, and information about your health 
which is recorded in coded form; for example, the clinical code for diabetes or high 
blood pressure. 
 
Processing your information in this way and obtaining your consent ensures that we 
comply with Articles 6(1)(c), 6(1)(e) and 9(2)(h) of the GDPR.   
 
Maintaining confidentiality and accessing your records 
 
We are committed to maintaining confidentiality and protecting the information we 
hold about you. We adhere to the General Data Protection Regulation (GDPR), the 
NHS Codes of Confidentiality and Security, as well as guidance issued by the 
Information Commissioner’s Office (ICO). You have a right to access the information 
we hold about you, and if you would like to access this information, you will need to 
complete a Subject Access Request (SAR). Please ask at reception for a SAR form 
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and you will be given further information. Furthermore, should you identify any 
inaccuracies, you have a right to have the inaccurate data corrected. 
 
Risk stratification 
 
Risk stratification is a mechanism used to identify and subsequently manage those 
patients deemed as being at high risk of requiring urgent or emergency care. Usually 
this includes patients with long-term conditions, e.g. cancer. Your information is 
collected by a number of sources, including Lonsdale Medical Centre; this 
information is processed electronically and given a risk score which is relayed to your 
GP who can then decide on any necessary actions to ensure that you receive the 
most appropriate care. 
 
Invoice validation 
 
Your information may be shared if you have received treatment to determine which 
Clinical Commissioning Group (CCG) is responsible for paying for your treatment. 
This information may include your name, address and treatment date. All of this 
information is held securely and confidentially; it will not be used for any other 
purpose or shared with any third parties. 
 
Opt-outs 
 
You have a right to object to your information being shared. Should you wish to opt 
out of data collection, please contact a member of staff who will be able to explain 
how you can opt out and prevent the sharing of your information; this is done by 
registering to opt out online (national data opt-out programme) or if you are unable to 
do so or do not wish to do so online, by speaking to a member of staff. 
 
Retention periods 
 
In accordance with the NHS Codes of Practice for Records Management, your 
healthcare records will be retained for 10 years after death, or if a patient emigrates, 
for 10 years after the date of emigration.  
 
Med Management  
 
The Practice may conduct Medicines Management Reviews of medications 
prescribed to its patients. This service performs a review of prescribed medications 
to ensure patients receive the most appropriate, up to date and cost effective 
treatments. This service is provided to practices within West Kent CCG. In addition, 
West Kent CCG provides a service for patients to order their prescriptions from a 
central hub if they wish: West Kent Prescription Ordering Direct (POD) is based on 
the call centre model where patients from more than one GP practice will telephone 
to request a repeat prescription to a central location. The telephone lines are manned 
by members of the Medicines Optimisation Team (MOT) from West Kent Clinical 
Commissioning Group (CCG) including Medicines Co-ordinators (MC) and pharmacy 
technicians or GP practice own staff if mutually agreed. 
 
Change of Details  
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It is important that you tell the person treating you if any of your details such as your 
name or address have changed or if any of your details such as date of birth is 
incorrect in order for this to be amended. You have a responsibility to inform us of 
any changes so our records are accurate and up to date for you. 
 
What to do if you have any questions 
 
Should you have any questions about our privacy policy or the information we hold 
about you, you can: 
 

1. Contact the practice via email at lonsdale.medical@nhs.net. GP practices 
are data controllers for the data they hold about their patients3     

2. Ask to speak to the practice manager, or their deputy. 
 
Complaints  
 
Should you have any concerns about how your information is managed by the 
Practice please contact the Patient Services Manager at the following address: 
lonsdale.medical@nhs.net  
 
If you are still unhappy following a review by the Practice you can then complain to 
the Parliamentary Health Service Ombudsman, Millbank Tower, 30 Millbank , 
Westminster, London, SW1P 4QP. Tel: 0345 015 4033 
 
 
 
 

                                                           
3 BMA GPs as data controllers under the GDPR 

mailto:lonsdale.medical@nhs.net
https://www.google.co.uk/url?sa=t&rct=j&q=&esrc=s&source=web&cd=2&ved=0ahUKEwi3gLCPg-zZAhWHJMAKHceMAvoQFgg7MAE&url=https%3A%2F%2Fwww.bma.org.uk%2F-%2Fmedia%2Ffiles%2Fpdfs%2Femployment%2520advice%2Fethics%2Fgps-data-controllers-under-gdpr-mar2018.pdf%3Fla%3Den&usg=AOvVaw31JOTJSIlR7y9BCae7OFfA

